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O miaardopme

KpaTKui 0030p CHCTEeMbI yIpaBJI€HHA
0e30ImacHOM pa3padoOTKOH

Cuctema ymnpaBiieHHs 6e30I1acHOM pa3pabOTKOM — 3TO CaMOCTOSTe/IbHas
nnatdopma, KoTopas moMoraeT MakKCuMasbHO 3(PPEeKTUBHO yIIPaBIATh
YSI3BUMOCTSIMU 1 MOXKeT ObITh MHTETPHUPOBaHa B Balll 2KU3HEHHBIN ITUKII
pas3pabotku (SDLC).

9To yHUBeEpCaJbHOE pellleHre arperupyeT JaHHble 0 6€30ITaCHOCTH U3
Pa3HBIX UICTOYHUKOB OJIT PaOOTHI C YSI3BUMOCTSIMU U YCKOPSIET ITPOIIECC
TEeCTUPOBaHUs 6€30I1aCHOCTH, ONITUMU3UPY pabounit npoiecc SDLC.

Cunsisgs komaHnpa (Blue Team) MoxeT j1erko paboTaTh C BhISIBIIEHHLIMU
npobGieMaMu, CO3aBaTh 3ajauy B Jira U OTCIeXKUBaTh IPOrPECC B peaslbHOM
BpPEMEHH, a pa3paboTYMKU MOTYT UCHPABISITh OIINOKY M 00ecIiedyuBaTh
0e301acHOCTh IPOAYKTOB.

C yero Hauarthb

ITo6po moxkanoBaTh B CucTeMy ynpaBjieHus 6e30macHoi pa3paboTKowH!
O3HaAaKOMBTECH CO CIIEAYIOIIMMHU CChIIKaMM, YTOOH HadaTh CBOIO pPaboTy:

1. Co3paHne pPerno3nuTopud.
2. 3arpys3kKa pe3yIbTaTOB CKaHVPOBaHUMN.

Ecnu BB He HaAIJIM OTBETHI HAa CBOU BOITPOCHI, MO2KeTe 3addTh UX CIo[a:

support@hexway.ru.
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Hamoopabl

I'moOanpHBIE JANIOOPabI

HocTtyn K rnobanbHOMY JambopAy HaXOOUTCS Ha JIEBOU MaHeJIu CBepPXYy.
OH noka3bIBaeT HECKOIBKO THUIIOB JaHHBIX:

¢* KapTO4YKHU C HamboJiee HeO6XOJII/IMI:>IMI/I OJAaHHBIMH, TAKHMMH KaK KOJINYECTBO
OTKDPEITHEIX 3adad4:

¢* KOJIM9ECTBO BCEX IIPOEKTOB, PEIIOSUTOPHNEB 1 KOMIIOHEHTOB, II0O HaXKaTHIO
Ha KOTOPEIE BHI 6yneTe IIepeHaIrrpaBJIEHBl B COOTBETCTBYIOIIIUE PA3OEIIRI;

* TOII-5 PENO3UTOPHUEB, KOTOPHIE, BO3MOXKHO, TPEOYIOT Balllero BHUMaHUSI
(BeiOpans! 1o Risk Score). HaxkaTue Ha KaX[ObIl 97IEMEHT IIepeHanpaBUT
Bac B BEHIOPaHHBIN PETIO3UTOPUM;

* QUITBTPHI 110 ITPAKTHUKAM.

[IpuMedaHHre: BO3SMOXKHOCTh HOOaBIeHUST COOCTBEHHBIX KapTO4YeK
OymeT peanu3oBaHa B OyOyIIUX BEPCUSX.

JIoOKaJIbHBIE TJaIIooPabI

JloKanbHBIN Oandbopa UMeeT HEKOTOPhIE OTJIMYMS OT I100aibHOTO.

1. Bel MOXeTe HalTH JIOKaJIbHBIE JaniOopabl Ha IIePBOM BKJIaAgKe ITPOOyKTa
WUJIA PETIO3UTOPUS;

2. 'maBHOEe OT/IMYME — 3TO KapTO4YKa peTpocrnekTuBhl. OHa IMO3BOJIIEeT BaM
yBUOETH 00IIIyI0 KapTuHY A Risk Score 3a nmocneguuii 1 rop.

OcTanbHbBIEe KapPTOYKHU [TOKa3bIBAIOT:

* CKOJIbKO OTKPHITHIX 3a7a4 B IIPOEKTE/PEO3UTOPHUSIX;
* CKOJIbKO U3 HUX IPOCPOYEHO;
» Kakas npakTuka 6€30I1aCHOCTU IPUMEHSIETCS.

KapTo4yku mamoopaoB

CYH.IeCTByeT HEeCKOJIBKO THUIIOB KapPTO4Y€EK Ha J:[am60p)1ax.

BONBIIMHCTBO 3JIEMEHTOB SIBISIOTCS KJIMKaOelbHBIMU, TOoIpoOyuTe!

KonbireBasi OJUHarpaMMa

1. BBl MOXKeTe HaXXaTh Ha MKOHKY CKPBITUS, YTOOBI UCKITIOUUTh HEHYKHEIE
OaHHbIE U3 KOJIeca;
2. HaBemuTe Kypcop Ha CTPOKY, YTOOHI YBUOETH €€ MOACBETKY Ha KOJIece;
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3. HaxkaTue Ha KaXXObIM 97IEMEHT IIepeHanpaBUT Bac Ha CBA3aHHYIO
CTPaHUILY C YCTAHOBJIEHHBIMU QUIbTPAMMU.

Oo6mast nuadopmanusi

Ha rno6ansHOM gambopae 9TO II0jie TOKa3bIBaeT, CKOJILKO ITPOAYKTOB,
PETO3UTOPHUEB U KOMIIOHEHTOB Y Bac B cucteMe. OHU SIBIISTIOTCS CCHIJIKAMY Ha
COOTBETCTBYyIOLINE pa3fesibl. Ha jToKasbHOM MMaHesu yIpaBIeHUs! CChUTKY Ha
TIPOAYKT/PETIO3UTOPUN U3MEHEHH HAa CTPAHUILY 3ajad.

Ton-5 ysiI3BUMBIX PeIIO3UTOPHUEB

Tom-5 pemo3uTopues, KOTOPLIE, BO3MOXKHO, TPeOYIOT Balllero BHUMaHU S
(BriOpank! 1Mo Risk Score). HaxkaTue Ha KaxXXOblll 9JIeMEeHT IepeHaIpaBUT Bac
B BEIOPaHHBIM PETIO3UTOPUN;

Tomn-5 pa3padoTuYnKoOB

OTa KapToO4YKa CUHMTaeT aBTOPOB YSI3BUMOCTEM U OTOOpaxkaeT 5
[10JIb30BaTeJIed C MaKCUMaJIbHBIM KOJIMYECTBOM YSI3BUMOCTEMN.

OUIBTPHI MO MPAKTHKAM

Gy (1)I/IJ'IBTpI:>I MOZKHO HCIIOJIb30BATh, €CJIX BEI XOTUTE YBUOETH 3add4U OT
OIIpenesIeHHOT 0 THhuIla CKaHEPOB.

PeTrpocnekruBa

OTa KapToyKa MOXKeT OBITh IMOoJIe3Ha IJIS I0JITOCPOYHOI0 aHaIMn3a,
IIpenocTaBnsas HHpopMalnio o TOM, Kak Risk Score npogykTa unu
PENO3UTOPUS U3MEHAJICSA C TeUeHHEeM BpeMeHU. MaKCcuMalbHbIN IIEPUO,
KOTOPBIA BBl MOKETE ITPOBEPUTH, COCTABNIsIET 1 rom, KaxKObIli MeCHI]
cunuTaercs Kak 30 mHel. OTa nHGOpPMalMs IIpeacTaBieHa TOJIbKO [JIs
JIOKAJIbHBIX CYLTHOCTEM, TaKuX Kak [IponyKT unu Pemno3utopuu.

IIpOayKThI

HpOJIYKTI:I HCIIOJIB3YIOTCHA OJIA TPYIIIIMPOBKU PA3THYHEBEIX PEIIO3UTOPHUEB,
KOTOPEIE OTHOCATCA K OHHOﬁ TEME.

Co3maHHe NPOayKTa

[TpOAYKTH MOXKHO HaWTH B BEPXHEM JIEBOM yriiy nuurtepderica. HaxmMure
Create product, uTo651 06aBUTh HOBBIN IIPOAYKT.

I[lo6aBbTe Ha3BaHUE MPONOYKTa, YCTAaHOBUTE OM3HEC-TPUOPUTET U N00aBbTe
OoIMcaHue, ecjiu HeoOX0OguMo.
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Cy1iiecTByeT HECKOJIBKO CIIOCOO0B MOOABUTEL PEITIO3UTOPUH; BBl MOKETE
BLIOPATh TOT, KOTOPHIM BaM OOJIbIIIE TTOOXOOUT.

Hampumep, ecnu BB XOTUTE MO00AaBUTh HECKOJILKO CYIIECTBYIOIIUX
PEero3uTOpPUEB, Bbl MOXKEeTe BHIOpPATh HECKOJILKO (halIoB M3 CIIMCKa. Takxke
OOCTYyIIEH IOUCK.

Haxxmute Add to product, uyTo6s1 HayaTh paboOTaTh C BAIIMM IIPOIYKTOM.

BoT u BC€, BBl CO30alu CBOU MEPBHIM NPOOYKT. Ypa!

PabdoTra ¢ TpoagyKTOM

[TocMoTpeTh UH(POPMALIHIO O PEIO3UTOPUMN MOXKHO, HaXkKaB Ha KHOIIKY CO
CTPEeJIOYKOU CIpaBa:

3mechk HaxomuTcs OGJI0K c 00mIek nHpopMaluel o mpoaykre. Hampumep,
MOZKHO ITIOCMOTPETh MOJIHBIM CIIMCOK BKJIIOYEHHBIX PEIIO3UTOPHEB,
OTCOPTHUPOBATH UX II0 KPUTUUYHOCTHU MJIN JOOABUTHL HOBBIE PEIIO3UTOPHUU B

IIPOOYKT.

[Tpu HaXaTHUX Ha OOUH U3 PETIO3UTOPHEB Bhl YBUOUTE TaKOU XKe OJIOK C 0011ei
nH(OopMalmen, HO y2Ke O PEIO3UTOPUH.

BBl Tak>Ke MOXKeTe yOaIUuTh IIPOAYKT, HaxkaB Ha KPAaCHYIO KHOIIKY KOP3UHBI
BHU3Y O0KOBOU IaHenu. [Ipu yganeHUu MPOOyKTa PEIIO3UTOPHUY B HEM He
YIOAnsIIOTCS, @ IIPOCTO IIEPECTAIOT MPUHAIIekKaTh OOHOM I'PYIIIeE.

HaxkMmuTte Ha 06J1acTh C Ha3BaHUEM ITPOAOYKTA, YTOOHI MIOMTACTh B OCHOBHOE
OKHO pabOTHI C TPOAYKTOM.

['maBHAas CTpaHHUIIAa IPOOYKTA - 9TO CIMCOK perno3utopueB. Kak padoTaTh C
PETO3UTOPUSIMU, MOXKHO 03HAKOMHUTHCS 3[IECh.

YupaBjieHHe JOCTYIIOM IMOJIb30BaTejieHd B
NMPOOYKTax

OcHOBHOE, 0 4YeM ciienyeT 3HATh - YTO IIPaBad HACJIIEOYIOTCA.

1. PaccMoTpuM caMyro IPOCTYIO0 CUTYallU0, KOrga y Hac eCThb
Peno3urtopui A 1 Penno3utropuu B, crpynnupoBanfbie B IIpoaykr 1.
Y Hac TakXke ecTh 2 nonb3oBaTend: Anuca u boo.

M=l BpyuHyIo maeM Anuce poinb Editor ona IIpoaykra 1, a o6
nosny4daeT ponb Read-only. OHu HacenyoT Te XKe POy O
Penno3urtopusi A u Penno3uropusi B - 110/1y4aroT KpOCC-POJIN.

Kpocc-ponu 03Ha4alT, YTO €CIU MBI 3a0epeM ITpaBa y IOJIb30BaTeNs B
IIpopykre 1 unu yganum IIpooykT 1 BooOIlle, TO ITOIb30BaTENb TaKXkKe
JIMIIUTCS IIpaB OOCTyIlla B perno3utopuu A u B.
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2. Bropas cuTyanus, C KOTOPOU MBI MOXKeM CTOJIKHYTBCS - 3TO KOI'[ia y Hac
ectsb ITpoagykT 1 u IIpoayKT 2, 1 oHU 00a BKJIIOYAIOT B cebs
Peno3urtopui A 1 Penno3uropuu B. [Ipumep:

CHauaJsa MBI BpyuHyI1o faeM bobOy pons Editor ons IIpomykra 1 u Read-
only nns IIpoaykrTa 2. Kak BEIYUCINTDH, KaKue IIpaBa AOCTyIla OyayT y
Bob6a Ha peno3uTtopun? JIerko, BCero gBa IIpaBuia:

1. npuMeHsIeTCsI POIb C OONBIINMHU IIPpaBaMu;
2. py4yHOe Ha3HaueHUe POJIU IIePENUuCHBaeT KPOCC-POJIb.

HacnepmoBaHue TakKe paboTaeT OT PEIIO3UTOPHEB K IIPOAYyKTaM.
Hampumep, ecinu Mbl laeM Anuce npaBa Editor Ha Pemmo3uTopuu A, oHa
aBTOMATUYECKU IIOJIYYUT KPOCC-POJIb Ha BCEX IPOOYKTaX, B KOTOPHIE
BXoOUT Pemo3uTopuu A. OgHako Alrca MOXKET IIOJIyYHUTh TOJIBKO IIpaBa
Read-only B KauecTBe KpOCC-pOJM OJI IPOAYKTa, IIOTOMY YTO OOCTYI K
MIPOAYKTY €l HyKeH JIUIIb 3aTeM, UTOOB BUETh PEIIO3UTOPUM B HEM.
BropoueM, KakK U B IpeObIAyIIeN CUTyallud, MBI MOXKEM 3TO U3MEHUTH,
BEIJaB IIpaBa BPY4YHYIO.

Pemo3utropuu

Penosutopuu CucteMsl yipaBieHUs: 0e30MacHON pa3paboTKOMN SABJISIOTCS
KOHTEMHEepaMu [OJIis issues, CO3TaHHBIX B Pe3yIbTaTe IIpoliecca
CKaHMWPOBaHUS, 3aBEPIIEHHOT0 B paMKax MauIljlaliHa [aj1sd yKa3aHHoro Git
PENO3UTOPHUS.

Co3maHue Perno3uToOpuUsi

Korpa BB momazieTe Ha CBOIO OOMAIIIHIOIO CTPAHULLY, BB YBUOUTE IIYCTYIO
CTpaHUIy OJII perno3uTopueB. [laBaliTe moOaBUM HOBHIM PEITIO3UTOPUN.

Brl MOKeTe coenaTh 3TO TPeMs CII0OCOOaMMU:

1. Bpy4HYIO;

2. C TIOMOIIBIO 3arpy3KU pe3ynbTaToB API CKaHVPOBaHU;

3. ¢ noMoIbio uHTerpanmu ¢ Gitl.ab * (Enterprise edition).
Bpyunyro

1. HaxkxMuTe Ha KHOIIKY B ITpaBOM BepxXHeM yrity u Beibepute Create
manually:

2. 3aTeM BBl yBUOUTE (pOpMYy OIS 3alOIHEHUSA. BBl MOXKeTe YyCTaHOBUTH
vmsa, URL Baliero peno3uTopusi, ero KpUTUYHOCTh ¥, KOHEYHO, MOXKeTe
no0aBUTh OMHUCAHUE.

3. Ilocne 3aBepireHusa HaxkKMUTe Save. Balll mepBBI PEITIO3UTOPUM TOTOB!


file:///Users/risik/work/ds/src/sf/user-manuals/build/mkdocs/vampy/ru-RU_pdf-src/index.html
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4. Brimapgalolliee MEHIO 110 CUHEM CTpPeJIKe II03BOJIUT BaM OBICTPO
YCTaHOBUTH IIPUOPUTET. BEI TaKKe MOXKeTe MOMYYUTh OOCTYI K
HaCTPOMKaM PENO3UTOPUS, HaxkKaB Ha IIPABBLIA YTOJI MOJISI PETTO3UTOPUS
(KpacHas cTpeJsika).

5. BBl MOKeTe OTCOPTHUPOBATH PEIIO3UTOPUHU 3IECh:

1. ..., KOHEYHO, UCKaTh II0 HAa3BaHUSIM IIPOEKTOB:

3arpy3kKa pe3yJIbTaTOB

BBl MO2KeTe 3arpy3uTh pe3ynabTaThl UCIonb3ysd API.

HmnopTt peno3utopusi u3 GitLab

[Tepen nmnoptom pemno3utopus u3 GitLab BaM Hy>KHO HaCTpPOUTH
WHTerpanui. Bel MoXkeTe HauTU UHCTPYKIUIO 30€ECh.

YToOB UMIIOPTHPOBATL IPOEKTH B CHCTEME yrIpaBjieHUsT 6e30IacHON
pa3paboTKOM, MPOCTO BEIOEPUTE HYXKHYIO MHTETPAIIUIO U3 CIIUCKA

3aTeM BhIOEpHUTE HYKHBIM PETO3UTOPUN U3 CIIUCKA:

YinaneHue peno3uropusi

YToOB yOAIUTh PETTO3UTOPHUI:

1. HaxkxMuTe Ha CTPENKY C IPaBOM CTOPOHLI PEIIO3UTOPUS, YTOOBI OTKPHITH
ero oIucaHUe.
2. HaxxMuTe Ha 3HAYOK yOaJieHus B HUXKHEeN 4aCTH OKHa:

OOpaTuTe BHUMaHUE, YTO Bbl MOXKETE YOAJIUTh TOJIBKO PEIIO3UTOPUN
6e3 issue. Ecnu Ball peno3uTopuil He IyCT, CHaYaja BaM HYKHO
yOaJauThb BCe issue U3 Hero.

YT0oOHI yOAIUTh BETKY B PEIIO3UTOPUU:

1. HaxxMuTe Ha CTPEJIKY C IIPAaBOM CTOPOHBI PEIIO3UTOPUSI, UTOOBI OTKPHITh
€ro OIMCaHue, U IPOKPYTUTE BHUS.

2. HaBemuTte Kypcop Ha BETKY, KOTOPYIO XOTUTE YOaIUTh, ¥ CIIpaBa
IIOSIBUTCS MKOHKA.

ITocne MOOTBEPXKOEHUS OEMCTBUS BeTKa OymeT yhajieHa.

O6paTI/ITe BHUMMadHHKWE, 9YTO BBl HE MO2KETe YOAJINTh BETKY II0O
YMOTYaHHUIO U BETKH, COOepPXKalllue issue.

OuneHka pHCKa

Y KaxXkgoro perno3uTopus eCTh yPOoBeHb pucka - Risk Score. On
BBICUUTBIBAETCS M0 CJIeAYIOIei ¢hopMyie:
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roe:

* Multiplier - K03pGHUIMEHT, 3aBUCSIINN OT KPUTUYHOCTH issue. 3HaUYEeHUS
110 YMOT4YaHUIO:

o Critical = 10

o High =5
o Medium = 2
o Low =1

* Issues - KOIU4YeCTBO iSSue C 3TUM YPOBHEM KPUTHUYHOCTHU
* Criticality - ypoBeHb KPUTHYHOCTH PEIIO3UTOPHUS BLICTABJIAIETCSA BPYUYHYIO

Ecnu peno3uTtopuii He OBIJT CO37IaH aBTOMATHUYECKH, BBl MOKeTe NOOAaBUTh €TI0
BPY4YHYIO, HakaB Ha +Repository B mpaBoM BepxHEM yIIy CTpaHUIEL. Bam
HY2KHO yKa3aThb CJIeAyIoIllne mapaMeTphI:

* Repository name - Ha3BaHUeE BallleT0 PEIIO3UTOPHUS;

* URL - ampec ymam€eHHOTO PENO3UTOPUS;

* Slug - YHUKaAIbHBLIN UOIEHTU(PUKATOP PENO3UTOPUSI, OOLIYHO B BHJIe CTPOKH,
copepKallle TONbKO CTPOYHbIE OYKBHI U Oe(UCHI;

* Description - onmuoHanbHOE IT0J1€ OJIst OOABIEHUS OIMUCAHUST
PEINO3UTOPHUS.

[Tociie 3aIOIHEHUS BCeX HeOoOXOOUMEIX rmoyieil HaxkMute Create, 4ToOLI
CO3[aTh PEIO3UTOPUM.

YupaBjieHHe JOCTYIIOM IMOJIb30BaTejieHd B
PEerno3uTOPHUSX

YToOBI IEperTH K MEeHIO YIIPaBJIeHUs, eCTh ABa crocoba:

1. HaxkxMmuTe Ha aBaTap 1000T0 y9aCTHUKA KOMaH[bI;
2. nu HaXXMUTe Ha CTPEJIKY CIIpaBa U IPOKPYTUTE BHU3 OO pa3feiia
"KomaHpa".

B o6oux ciy4asix Bel yBUAUTE U300paxKeHue, IT0X0kKee Ha 3TO:

B cunelt ¢popme BB MOXKETE U3MEHUTH POJIb ITOIb30BATENS UIU YOAIUTh
ITI0JIb30BATENS U3 perno3utopusi. HaxkMuTe Ha KHONKY B KpacHOU ¢opwme,
4yTOOBI JOOABUTHL HOBOT'O IIOJIL30BATEIA.

HedeKTbI

Co3manue gedekKra

API

Brel MoKeTe 3arpy3uTh gedeKThl UCIIonb3yda API.
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Bpyuynyro

1. HaxxmuTe Ha KHOIIKY +Issue.
2. Bel yBuguTe UHTEP(GENC C HEKOTOPLIMU MOJIIMU [OJIs1 3al0JIHEHUS.

CVE - CucteMm UX YI3BUMOCTEN M DKCIIO3UIINU
IIPEIOCTAaBISIET CCHIJIOYHBIM METOM st TyOIUYHO U3BECTHBIX
ysI3BUMOCTEM B 0071aCcTU MHGPOPMAITMOHHOM 0€30IIaCHOCTH.

CWE - [lepeuenp OOmux YA3BUMOCTEl IIPEACTaBIsIeT COO0U

CUCTEMY KaTeTOpUM AJIS allllapaTHBIX ¥ TPOTrPaMMHBIX
ysI3BUMOCTEN U ciaboCcTel.

3. Kak TOJIBbKO BHI IaAUTeE Balllel iSsue Ha3BaHUe, BBl CMOXKETe YBUIEThH €€
IIPEBBIO.

4. Ecniu BaM HpPaBUTCS TO, YTO Bl BuAuTe, Haxkmute Create. Ecnu Her,
HaXxMuTe Hazan ¥ U3MeHUTEe BCe, YTO XOTUTE.

A Bbl He cMOXKeTe U3MEeHUTH IIPOoOIeMy IIOCIIe e€ CO3oaHus!

HaxkmMuTe B BEepXHEM JIeBOM YTy, YTOOBI CKPHITH OJI0K ¢ mH(popMaluen oo
issue:

3arpy3ka pe3y/JlbTaTOB CKaHHUPOBAHUS

1. YToOnI 3arpy3uTh pe3ynbTaT CKAaHUPOBaHUS, UCIIONb3YUTEe KHOMIKY Scan:
2. Bam OymeT mpeqiokeHo BeIOpaTh CKaHep (Hampumep, Semgrep):

3. Y BeTKy (BBl MOXKeTe BLIOpPATh OOHY U3 CYIIECTBYIOUIUX UJIU CO3IaTh
HOBYIO):

4. TTocne TOro Kak Bbl BhIOepeTe ¢aiin cCKaHupPOBaHUsI, HaxkMmuTe Submit,
4yTOOBI 3aTrPy3UTh (aiiia B cucteMy. Yepe3 HECKOJIbKO MTHOBEHUH (B
3aBUCUMOCTH OT pa3Mepa ¢aiiia) Bamm 1pobieMbl OyAyT 3arpyKeHHI.

HeTanu nedpekra

Issue — 3T0 ysI3BUMOCTH, OOHAPYKEHHBLIE B CUCTEME B PE3yIbTaTe
CKaHUPOBAHMUSI.

Kak TOIbKO BHI ITOJIyYUTE IIEPBHIE iSSUe, UMIIOPTUPOBAB ¢dalil CKaHUPOBaHUS,
Bbl CMOXKETeE:

* IPOCMOTPETH OIIMCAHUE iSsue;
* IPUMEHSATH PUIBTPHI U COPTUPOBATH UX;
* OTIIPABJIATSH iSSue B Jira U IpocMaTpuBaTh CTaTyCHL U3 Jira.


https://cve.mitre.org/
https://cwe.mitre.org/
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Iloxa3aTrsr nHDOpManuio 006 issue

YT00BI TPOCMOTPETH HHPOPMAIIHIO 00 issue:

1. B neBoM MeHIO BeIOepuTe Issues.
2. OguH pa3 menKHUTe Ha issue. OmnucaHue MOSIBUTCS B IIPABOM CTOJIOIIE:

Ha cTpaHulie issue BBl TaKKe MOXKeTe IePeKIIoYaTbCs MEeXIY HUMHU,
UCcnosb3ys cTpenku Previous u Next B mpaBoM BepXHEM YTy IPOOIEMEL.

Haxxmute Close, 4TOOB BEpHYThCS K CITUCKY issue.

CraTtycshl issue

TonbKO agMUHHCTPATOP NaTGOPMBI MOKET HOOaBIISITh U PeOaKTUPOBATh
CTaTyCHI iSsue Ha ImIaTdopmMe.

CraTyc MOXKHO yIIPaBIATh HEIOCPEICTBEHHO U3 CIIUCKa issue.

1. BotiguTe B maT@opMy KakK agMUHUCTPATOP;
2. OTKpOuTE CIIMCOK issue;

3. HaxxmuTte Ha 110004 Status issue:
BBl MOKeTe IeperMeHOBaTh CTAaTyC, HaXkKaB Ha 3HAYOK peJaKTUPOBaHUS.
BbI TakKe MOXkKeTe pefaKTUpPOBaTh CTATyChl B KapTodyKax issue:

Wnu BeIOEPUTE HECKOJILKO iSSue B CITUCKE M U3MEHUTE UX CTATYCHI:

Tunsl CTaTyCOB

CymecTByeT 2 TUla cTaTycoB: OTKpPbITHIE U 3aKpPbITHIE.

OTKpBITHIE:
Crartyc Onucanue
New Hosas issue
Recurrent Issue, koTopas Obllla HalileHa IPU IOBTOPHOM CKaHe
Reopened Issue, koTopas OblJIa 3aKpPEITA, HO HaljleHa CHOBa
Confirmed Issue OblyTa mMOATBEPXKAEHA
Check required |[Issue TpeOyeT mOBTOPHOM MPOBEPKU

3aKpbIThIE:
Craryc Onucanue
Risk
Issue He OymeT McnpaBiieHa, U BBl IPUHUMAaETe PUCKU
accepted
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Crartyc Onucanue

Fixed Issue Onlyta UCIIpaBiieHa W 3aKPHITA

Won't fix Issue He OyzmeT ucmpaBiieHa U 3aKphiTa (BO3MOXKHO,
JIOKHOIIOIOXKUTEJIbHASA UIN HEeCYIlleCTBEeHHAas)

TpHrrepr, TP KOTOPEIX MEHAETCSA CTaTyC:

* Ecnu Ta XKe camas issue HalileHa CHOBa, New MeHseTcs Ha Recurrent.

* Ecnu issue He Onljla HalieHa ITPU BTOPOM CKAaHMPOBAHUM, CTAaTyChl New,
Recurrent, Reopened u Confirmed mensiorcsa Ha Fixed.

* Ecnu issue, kotopas Oninna Fixed, HalimeHa IIpu BTOPOM CKaHMPOBAaHWU, OHA
repexoguT B cTaTyc Reopened.

HeurcTBHUs Haa TedeKTaMH

POuIbTPHI issue

Kak TO/bKO BBl BOMAETE B PEIO3UTOPUU, BBl YBUAUTE CIIMCOK issue. OTOT
CITMCOK MOXKHO I'mOKO HacTpauBaTh IO CBOU 3adayMu.

1. dunbTphl. OHO MoxkeT punbTpoBaTh 110 Title, File path, CVE.

2. OToOpazxkaeMble KOJIOHKH. BribepuTte ¢ moMoIrbio GpraxkKoB, KaKue
KOJIOHKHU BBl XOTUTE OTOOPa3UTh.

3. IlopsimOK COPTHPOBKH. BEl MOKeTe BHIOpaTh HECKOJIBKO KOJIOHOK [IJIsT
COPTUPOBKHU BalIuXx issue. YucCjio pagoM C UKOHKOM ITOKa3kIBaeT
IIPUOPUTET COPTUPOBKHU; BBl TaK¥Ke MOXKeTe BrIOpaTh IOPSAOOK 110
BO3pacTaHUI0/yObIBaHUIO, Ha’KaB Ha UKOHKY.

4. Craryc issue. Haxxmute Ha cTaTyChl, YTOOBI OTOOpazKaTh TOJIBKO isSsue C
BbIOpPaHHBIMU CTaTyCaMMU.

5. PacuinpeHHbIN HHTEepdenc puibTpoB. HaxkKMUTE KHONKY, YTOORI
yBUAETH OOJIbIIE JOCTYIIHBIX (QUIBTPOB.

Bce BrIOpaHHBIE BaMU (UITLTPHI 0OTOOPaXKaloTCs B BEPXHENW YaCTHU OKHA, B
MOXKeTe YIOaIUuTb OOUH (GUIILTP UJIN IIOJTHOCTHIO COPOCUTH BCe (GUIBLTPHL. B
9TOM OKHE BHI TaKKe MoxkeTe GuiabTpoBaTh Impobiemul no Branch, Tool,
KOTOPBINM OBINT MCIIOJIb30BaH [JISI CKaHUPOBaHUsI, Hanuuuio Solution.

OTnpaBkKa issue B Jira

[IpuMedyaHMe: OIS UCIIOIb30BAaHUS 3TOM OMIIMH Balll IIPOEKT OOJIKEH
OBITH MOOKJIIOYEH K Jira (cM. pa3men MHTerpammn).

YToOBI OTIIPABUTH iSsue B Jira:
1. B neBoM MeHIO BeIOepuTe Issues.
2. BribepuTe OoHY MJIM HECKOJIBKO iSSue B CIIMCKe, UCIOJIb3ys (hJIaKKU.

3. Haxxmute Task u BeiOepuTe UMS Balllero MOOKII0OYEHU K Jira:
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4. Bel MOXKeETe IIPOCMOTPETHL OeTaJik, 3allIOJIHUTE OOIIOJIHUTEJIbHBIE II0JIA, a
3aTeM HaxaThb Send:

Brl MoXKeTe OTIIPaBUTE OOHY iSSUe B HECKOJIBKO IIPOEKTOB Jira OMHOBPEMEHHO.
YToOHI YBUAETH BCE 3afjauu Jira, CoO3gaHHbIe U3 OOQHUX U TEX XKe issue,
HaxxmuTe Ha Tasks B cniucke issue:

Wnu HaXMHUTE Ha issue, YTOORI YBUOETH CIIMCOK B NE€TAJIBHOM OITMCAHHWMN:

KOMIIOHEHTHI

CIMCOK KOMIIOHEHTOB (CTOPOHHUX KOMIIOHEHTOB, OMOIHNOTEK), HCIIOIb3yEeMBbIX
B YKAa3aHHOM DEMO3UTOPHH.

Crucox 3amnoIHAeTCSd aBTOMaTU4YECKU B pe3yJibTaTe Ipoliecca CKAaHUPOBaHUS,
3aBEePIIEeHHOTr0 B paMKaXx MauIjaliHa.

(I)I/IJILTPLI KOMIIOHEHTOB

CIuCOK KOMIIOHEHTOB (CTOPOHHME KOMIIOHEHTHI, OMOIMOTEKH), KOTOPHIE
HMCIIOIb3YIOTCSI B YKa3aHHOM DEIIO3UTOPHUH.

CHIuCOK 3alloJIHSAEeTCSI aBTOMaTU4YeCKM B pe3yJibTaTe Impollecca CKaHUPOBaHUS,
3aBEPIIEHHOr0 B paMKax MaunnanHa.

1. Filter field. PaGoTaeT mo uMeHU 1 BEPCUH.

2. Displayed columns. Bribepurte ¢ moMoIrbio GraxkKoB, KaKhe CTOJIOIIBI
BBl XOTUTE OTOOpaxXKaTh.

3. Sorting order. Brl MoxkeTe BHIOpaTh HEKOTOPBIE CTOJIOLBI OIS
COPTUPOBKHU Balux npobiem. HoMep pssgoM ¢ UKOHKOM MOKa3bIBaeT
IIPUOPUTET IMOPSAOKA; Bhl TaKKe MOXKeTe BriOpaTh mopsgok ASC unu
DESC, HaxkaB Ha UKOHKY. DTOT QUIBTP COXPaHSAETCs, KOrga Bbl
IIePEKIII0YaeTeCh MEXKAY PEIO3UTOPUSIMU.

4. SBOM. Brl MoXkKeTe 3KCIIOPTUPOBATh UIN UMIOOPTUPOBAaTh Gauii B
dopmaTte JSON, comepxkamuii SBOM.

Takxke ecTh OTOEIbHASA CTpaHHuIla OJjId KOMIIOHEHTOB - IOCTYII K Heu
HaXOOUTCsA Ha IIaHEeJIN CJIeBa.

3mech BHI TaKxkKe MoxkeTe oTdunbTpoBaTh n0 Risk score, Name unu no marte
CO3IaHUSI/00HOBIEHUSI.

ITpu HaxKaTUU Ha JII000¥M KOMIIOHEHT BHI IIepeleTe B CIIMCOK IpobiieM,
BBI3BAHHBIX 3TUM KOMIIOHEHTOM.

ITeTa/Ix KOMIIOHEHTOB

II7151 KaXXKgoro KOMIIOHEHTa IIpeaCTaBJIEHEBI CIIEOYIOIWE JaHHBIE:

« Component name - Hy, BHI 3HaeTe :)
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 Severity - 00111ee KOTM4YeCcTBO NIPO6JIEM IJIg KaXXO0T0 YPOBHS CEPhe3HOCTHU
* Versions - moka3siBaeT MCIIOIb3yEMYI0 BEPCUI0 KOMIIOHEHTA U aKTYaJIbHYIO

BEPCHUIO
* Risk Score - paccuutsiBaeTcs mo ¢popmyie:

rge:

o Multiplier - MHOXWTEIb, HA3HAUYEHHBIW KaXXI0OMYy YPOBHIO KDUTUYHOCTH.
3Ha4YeHUs 110 YMOJIYaHUIO:

m Kputuueckuin = 10
m Bricokuui = 5

m CpegHuim = 2

m Huzkum = 1

o Issues - KOTu4eCcTBO IIPOOIEM C 3TUM YPOBHEM PUCKA, HaUOEeHHBIX OJI
OaHHOTO KOMITOHEHTa

SBOM

Ecnu BaM HeoO6xomuMo paboTatk co SBOM, BBl MOoxKeTe HauTu ¢aiil 3[ecCh:

Bbel MoxkeTe akcropTupoBaTh JSON umu 3arpy3uTh COOCTBEHHBIN (haiil.
Nmnoprt u skcnopt npoucxogut B CycloneDX ¢popmare.

PDOYHKIIUHA

CnucokK nmogaepKuBaeM CKaHEpPOB

3meck UHCTPYKIMA 10 3arPy3Ke Pe3VIbTATOB CKAaHMPOBAHM.

Secret Scan

Ha3Banmue VV SCAN TYPE IloppepxuBaeMblie CepUIKa
CKaHepa - - SI3BIKH

Trufflehog3 TRUFFLEHOG3 All Github

Gitlab Secret :

detection GITLAB SECRET DETECT All Gitlab

Trufflehog TRUFFLEHOG All Github

SAST

[ RTINS VV_SCAN TYPE ITlogpepxuBaeMsblie sI3BIKH Ccoin
CKaHepa - -

Semgrep SEMGREP Githul



https://github.com/feeltheajf/trufflehog3
https://docs.gitlab.com/ee/user/application_security/secret_detection/
https://github.com/trufflesecurity/trufflehog
https://github.com/returntocorp/semgrep

(15/41)

LEEREGIG VV_SCAN TYPE ITogpepkuBaeMble SA3BIKH Ccoin
CKaHepa
C#, Go, Java, JavaScript, JSX, JSON, PHP,
Python, Ruby, Scala, Terraform, TypeScript,
TSX
ESLint ESLINT ECMAScript, JavaScript Githul
C#, Go, Java, JavaScript, JSX, JSON, PHP,
Checkmarx CHECKMARX Python, Ruby, Scala, Terraform, TypeScript, |[Check
TSX
: NET Core, .NET Framework, Go, Java, Python, | ~.
GitLab SAST| GITLAB SAST React, JavaScript, TypeScript Gitlab
.NET,Apex,Bazel, C/C++,Elixir,Go,Java and
Snyk Code SNYK CODE |Kotlin,JavaScript,PHP,Python ,Ruby,Scala,Swift |Snyk.i
and Objective-C,TypeScript,VB.NET
SARIF SARIF BCeE rif\
Sonarqube sonarqube BCe sonars
PT AI PT Al BCe PT Al
rt-sola
AppScreener SARIF BCe solar.r
solar

Software Composition Analysis (SCA)

[ EEETE VV_SCAN TYPE THII CKaHHPYeMBbIX 00be!
CKaHepa - -
Trivy Image TRIVY IMAGE OS packages, software depen
Trivy File TRIVY FS All
system -
glel;e)glr{ldency DEPENDENCY CHECK software dependencie:
OS packages(Alpine, Amazon Lint
CentOS, Debian, Distroless, Oracle |
Grype GRYPE (RHEL), Ubuntu), software dep
(Ruby,Java,JavaScript,Python,Dotnet,C
OS packages(Alpine, Amazon Lint
CentOS, Debian, Distroless, Oracle 1
Snyk SCA SNYK_SCA (RHEL), Ubuntu), software dep
(Ruby,Java,JavaScript,Python,Dotnet,C
Gitlab
Container GITLAB CONTAINER SECURITY OS packages, software depen
security
Gemnasium GEMNASIUM OS packages, software depen



https://github.com/eslint/eslint
https://checkmarx.com/
https://docs.gitlab.com/ee/user/application_security/sast/
https://snyk.io/product/snyk-code/
https://sarifweb.azurewebsites.net/
https://www.sonarsource.com/products/sonarqube/
https://www.ptsecurity.com/ru-ru/products/ai/
https://github.com/aquasecurity/trivy
https://github.com/aquasecurity/trivy
https://github.com/jeremylong/DependencyCheck
https://github.com/anchore/grype
https://snyk.io/product/open-source-security-management/
https://about.gitlab.com/topics/devsecops/beginners-guide-to-container-security/
https://gitlab.com/gitlab-org/security-products/analyzers/gemnasium
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LEEREGIG VV_SCAN _TYPE THII CKaHHPYEeMBIX 00be:
CKaHepa
PT Al PT Al software dependencie:
CodeScoring SARIF OS packages, software depen
DAST
Ha3BaHue VV SCAN TYPE THII CKaHHUpYyeMbIX CehUIKa
CKaHepa - - 00BbEKTOB
Nuclei NUCLEI Network, Web Github
ZAP ZAP Network, Web ZAP
. itl
Gitlab DAST GITLAB DAST Network, Web DAST
Acunetix ACUNETIX Network, Web Acunetix
Burp BURP WEB Burp
PT Al PT Al WEB PT Al
IaC
Ha3BaHue VV SCAN TYPE THU CKaHMpyeMBbIX Link
CKaHepa - - 00BEKTOB
kics KICS IaC Github

AJITOpUTM OeayIIHKAallu#

Finding — 370 pe3ynbTaT OOHOTO CKAHUPOBAHUS, KOTOPHIU COOEPIKUT
nHpopMmauuio 06 ysa3sumocTu. Finding cuutaeTcss poouTenbCKUM, €CJIU 3TO
SIBJIIETCS II€PBOU HAXOOKOM AJIs YSI3BUMOCTH, OHaA CO3JaeT issue.

Issue — 310 cyuiHOCTh B CucTeMe yrpaBiieHus1 0e30IacHOM pa3paboTKOH,
KOTOpas COOepkKUT BCIO MHGPOPMAIIUI0 00 YI3BUMOCTH, IOTYyYEHHYIO U3
finding.

Finding cuuTtaetcs duplicate, eciu Bo BpeMst UMITIOpTa ¥ PabOTHI aaropuTMa
OenynauKaluu Obljla HalileHa COBIIafalolas CyliecTBylollas issue. B sTom
cnydae gyonukat finding cBsiskiBaeTcs C issue.

Ecnu nyO6nukaT onpenesieH, OH CBSI3LIBAeTCs C issue u oToOpaxkaeTcs B
pazzene Duplicate. [TanHbIe B issue 6epyTcsa us pogutenbckoi finding,
nyonukaTs! finding He 00HOBIAIOT UX. EQUHCTBEHHOE I10JIE, KOTOPOE MOXKET
ObITH 00HOBIIEHO — 3TO Ssolution.

Heny0/IuKaIMusa — 3TO aJITOPUTM, KOTOPHIM IToMoraeT CucteMe yIpaBlIeHUs
O0e3o0mmacHOM pa3paboTKOM pacno3HaBaTh UEeHTUYHbIE iSSues B pe3ybTaTax
CKaHHUPOBaHUSI.


https://www.ptsecurity.com/ru-ru/products/ai/
https://codescoring.ru/
https://github.com/projectdiscovery/nuclei
https://www.zaproxy.org/
https://docs.gitlab.com/ee/user/application_security/dast/
https://docs.gitlab.com/ee/user/application_security/dast/
https://www.acunetix.com/
https://portswigger.net/burp
https://www.ptsecurity.com/ru-ru/products/ai/
https://github.com/Checkmarx/kics
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Pe3ynbTaT CKAaHUPOBAHUSA COOEPKUT HECKONIbKO findings, KoTopkie
BKJTIOYAIOT B ce0s1 HECKOJILKO IT0JIEM, B 3aBUCUMOCTH OT cKaHepa. OOLIYHO BCe
CKaHBI copepikaT repository name, branch name u BHyTpeHHUM OyOnIUKaT
otnedyaTka ckaHepa — SD ID, HO HEKOTOpPHIE II0JI CIIeUPUIHBI OJI5
pPa3IUYHBIX BUAOB CKAHEPOB.

SAST SCA DAST
CVE CVE CVE
CWE CWE CWE

file path file path IP

file line number

file line number

domain name

code snippet

library name

library version

OcHoBHas npo0JieMa 3aKJII04aeTCs B TOM, UTO He BCe CKaHEePHI 3all0THSIOT
9TH IOJIsI, IO3TOMY MHOTa MBI MOXKEM IOJIY4YUTh HECKONIBKO finding oT
pa3HBIX CKAHEPOB, KOTOPhle B OCHOBHOM CCHIIAIOTCS Ha OOHY U Ty XKe issue.
IOnsa kaxno finding CucteMa ynpaBseHus: 6e30macHOM pa3paboTKOM
Co37aeT HEeCKOJIBKO XeIllell Ha OCHOBE TI0JIeM, KOTOPHIE COOEPKUT JaHHasd
finding. OHU ucnonb3ywTCA A1 cpaBHeHHUA findings C CylieCTBYIOIIUMU
issues, 4TOOBI BHISICHUTD, IOJIYYHUJIM I MBI OyOIUKaT UJIM HaM HY2KHO
Cco37aTh HOBYIO issue.

TakuM 0O0pa30M, MBI CO3maeM Clenyrlnre Xemm i Kaxaon finding

IIpuopurer
o151
CpaBHEHUsI

SAST

SCA

DAST

repository +
branch + SD ID
(required SD ID)

repository + branch
+ SD ID
(required SD ID)

repository +
branch + SD ID
(required SD ID)

repository +
branch + CVE +
CWE + filepath +

code snippet

(HeoOXOOMMBI IT0JIS
filepath u code
snippet)

repository + branch
+ CVE + CWE +
filepath + file line
number + library
name + library
version
(HeoOXOOUMBI ITOJIS
library name u
library version)

repository +
branch + CVE +
CWE + domain
name + IP
address
(HeobxoguMO
nosie CVE)

repository +
branch + CVE +
CWE + filepath +
file line number

(HeoOXOOUMEI IIOJIS
filepath u file line

number)

repository + branch
+ CVE + CWE +
filepath + file line
number + library
name
(HeoOXOOMMEI I0JIS
library name u

repository +
branch + CVE +
CWE + title
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ITpuopurer
o151 SAST SCA DAST
CpaBHEHMUsI

yCcTOe [JIsI MOMCKa
noJie library version)

repository + branch
+ CVE + CWE +
filepath + file line
number + library
name + library
version + title

repository +
branch + CVE +
4 CWE + filepath +

file line number +
code snippet + title

Korpa HOBEIE findings CBSA3BIBAIOTCA C CyILIECTBYIOIIEN iSSue, TO ¥ UX XellIn
TaKKe CBA3BIBAIOTCS. B uTOre MBI UMeeM issue, KoTopasi UMeeT HECKOJIBKO
xelleu, mony4eHHbIX u3 Bcex findings, cCBsI3aHHBIX C HEMH.

ITpuMmepsbI

SAST

IonyctumM, y Hac ecTh 2 findings: A B KaueCcTBe pOOUTENbCKON 1 B Kak
finding, KOTOpPYIO HY2KHO IIPOBEPUTH Ha AyOJMKAT. Y HUX €CTh BCe IO AJIA
SAST, A Onlyta HaMijeHa c IToMolbio Semgrep, a B — ¢ momonibio Checkmarx.
Kaxk 3TO BHITTIAAUT B Halllel cucteMe? KpacHble CTPENKM OKa3bIBalOT IIYTh
OJ1s1 HalllUX ITPUMEPOB.

3meck MBI BUAUM, UTO OHU HE COBIIAHaloT, ITIOCKOJIBKY Y HUX PA3HbIE
OTII€YaTKH, ITIOJIYy4€HHBI€ OT PA3HBIX CKaHEPOB. Ho korga mbl IIpoBeEpAEM
Opyrue I10Jisd, MBI IIOHUMdeM, 4YTO 3TO OJHaA U Ta ZKe issue.

SCA

Mer Hamiu Finding A, ¢ 3anonHeHHBIMU 0D01aMu. OH ONIMCEIBAET YSI3BUMOCTH
B KyCOUYKe Kofa, moaaepxkuBaeMoM 6ubmuoTrekoi Bepcuu 1.0. Mbl 0OHOBUIIHN
Bepcuio 6ubnmoTeku 0o 1.1, HO yI3BUMOCTh HUKYy[a He [ejlach, ¥ CIeOyIOIInui
ckaH BuIsBIsAeT Finding B.

CxeMa BBITJISOUT OOBOJIBHO IIPOCTO.

Crarycsl issue

B ocHOBHOM cyIIlecTByeT 4 cTaTyca Ojs issues:

New Issue,
Recurrent,
Fixed,

Reopened.

Korpma MBI 3arpy»KaeM HOBBLIM CKAH U aJITOPUTM HAXOOUT OMyOJIMKATHI, OH
npesBpaiiaeT New Issue B Recurrent u Fixed B Reopened.
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Korpa anropuTMm He HaXOOUT OyOJIMKATOB IJi CyIeCTBYIOIIMX issues, oH
yCTaHaBJIMBaeT Bce u3 Hux B cratyc Fixed.

Kpurepuu kadectBa (Quality gate)

SQG (Security Quality Gate) - 3To KOHTPOJIb Ka4eCTBa, UCIOIb3yeTCs OIS
IIPOBEPKY 6€30IIaCHOCTH NPOAYKTa UJIM PEIIO3UTOPUS.

SQG mo yMO/JI94aHHUIO

Ha tekymuit momeHT B CucTeMe yIpaBiieHus: 6e30IacHOM pa3paboTKoM
pocTymnHbl 5 BUgoB SQG - 110 yMOJI4aHUI0, HU3KUM, CPEOHUM, BEICOKUU U
KPUTUYECKUM, B COOTBETCTBUU C KPUTUYHOCTHIO IPOAYKTA/PEIO3UTOPUS.

Ko;‘:iocl;lm ITopor ITopor ITopor
Severity Practice issue KOJIN1eCTBa | KO/IH1eCTBa (KOINIeCTBa | Ko
(110 issue issue issue
yMoT9aHBIo) (HM3KHUHN) (cpegaun) | (BBICOKHH) | (K]
Kputuueckuii| SAST 0 10 5 0
Kputuueckuii| DAST 0 10 5 0
Kputuueckuii| SCA 0 20 10 0
Bricokuu SAST 0 20 10 5
Bricokuu DAST 0 20 10 5
Bricokuiu SCA 10 80 40 20
CpenHuu SAST 40 20 10
CpenHuu DAST 40 20 10
Cpepuui SCA 20 160 80 40
Huskuu SAST 10 80 40 20
Huskuu DAST 10 80 40 20
Huskuit SCA 25 200 100 50

[TpuMeyaHue: B OyOyIIUX BEPCUSIX OSIBUTCS BO3MOIKHOCTD
co3maBaTh KacToMHEIE SQG.

Hurepderc

Korpa BbI oTKphIBaeTe [IpogyKThl Ui Perno3uTopuu, Bbl MOXKETE YBUOETD IO
MMeHeM KaXKI0ro 3JIeMeHTa, ITPOIIesI JIM OH KOHTPO/Ib KauyecTBa. HaxkxMuTe Ha
CTPEJIKY cIpaBa, YTOOBI OTKPHITE OOKOBYIO MaHeNIb MHPOPMAIIMK O IJIEMEHTE U
ITPOBEPUTH AETAIIH.
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API

YT00BI yOEOUTHCS, YTO IMTPOOYKT/PETIO3UTOPUM ITPOIIENT KOHTPOJIb KaueCcTBa:

» Co3maiiTe nmoyb3oBaTensg-00Ta ¢ mpaBaMu AIMUH Uiy PegakTop u
3anuIINTE CTeHEPUPOBAHHBIM TOKEH (MU 00paTUTECh 3a 9TUM K
aOMUHUCTPaATOpPy nnatdopMel). [lo6aBbTe €r0o B HY2KHBIW PEIIO3UTOPUN.

» 3anycturte cienyrowumu 3anpoc CURL:

curl -G "$SEC VV URL/ext/v1l/quality gate/" \
-H "Authentication: $SEC VV_KEY" \
-d "product=$VAMPY PRODUCT SLUG" \
-d "repository=$VAMPY REPO SLUG" \

roge

* SEC_VV_UR - nnyTh 0 cepBepa CucTeMbl yIipaBieHus 0e30IacHOu
pa3paboTkoii, Hanpumep: http://vmp-demo.corp.hexway.io/api/;

* SEC_VV_KEY - API TokeH 60T-TIOTb30BaTENS;

* VAMPY PRODUCT _SLUG - Ciar nponyKTa, KOTOPBIY IIPOXOOUT IIPOBEPKY
Ka4yeCcTBa;

* VAMPY REPO _SLUG - Cnar nponykTa, KOTOPHIU IIPOXOOUT IIPOBEPKY
kKayectBa. PaBrocunsHO CI_PROJECT PATH;

A Vicrionb3yiTe TOJILKO OOUH CjIar: OJid IPOAYyKTa UJIH OJIS PETIO3UTOPHS,
MHave BBl IOTYYUTE OUIUOKY.

B Pe3yJibTaTe BBl HOJIZKHBEI ITOJIYYUTH CTATYC OJId KOHTPOJIA Ka4YeCTBa,
BbI6paHHBIfI B 3dBUCHUMOCTH OT KPDUTUYHOCTHU HpO)IYKTa/peHOBI/ITOpI/IH.

CTaTYC KOHTPOJIA Ka4YeCTBa 6y11€T OOHUM U3 4-X BApPHAHTOB:

* IN PROGRESS - 3T0T cTaTtyc 03HadaeT, 4To SQG pacCYuThIBAETCS, U BaM
clenmyeT IIPOBEPUTH ero mmo3xke. [locie 00paboTKM U3MEHEHUM 10 OOHOMY
U3 CJIeQYIOIIUX IIYHKTOB;

* FAILED - 5T0 03Ha4aeT, YTO HEKOTOPHIE YCIIOBUS He OBIJTM BBHITIOTHEHBI. Bl
MOXKeTe IIPOBEPUTH OTBET [JIs [IOJIyYEHUS AeTallel;

* SKIPPED - 3T0T cTaTyC IpUMEHSIETCSA B OCHOBHOM [JIs1 YCJIOBUM, KOTOPHIE
BBl OTKJIIOYUIU. ECiu BCce ycioBUS OBUINM OTKJIIOYEHBI, KOHTPOJIb KadyeCcTBa
OymeT aBTOMaTU4YEeCKHU IIPONYIIEH.

* PASSED - nipoliecc 3aBeplileH YCIIEIIHO, KOHTPOJIb KadyeCTBa IIPOUOEH.

* ERROR - BO3HUMKJIAa KaKasi-TO TeEXHUYECcKas ImpobieMa.

IIpumMmepsI

3armpoc:

bash curl -G "172.16.3.198/api/ext/v1/quality gate/" \ -H

“Authentication:
eyJhbGci0iJIUzIINiIsInR5cCI6IkpXVCI9.eyJlc2VybmFtZSI6ImIvdF91c2VyIiwiaWFOl
\ -d "product=default" \
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OTBerT:

{
“id": "fb716e80-dab3-48bb-885b-de0c136549ff",
"status": "FAILED",
"lastCalculated": "2024-10-07T03:00:59.178413Z",
"relation": {
“name": "groenendael",
“slug": "product-7b6bbed",
"id": "c43beb36-2079-43bf-8996-c940fd3eO5fc",
“type": "PRODUCT"
b
"details": {
“name": "Default Quality Gate for criticality \"HIGH\"",
"slug": "default-quality-gate-high",
"criticality": "HIGH",
"conditions": [
{
"enabled": true,
"scannerTypes": [
"SAST"
1,
"severities": [
"CRITICAL"
]

"maxValue": 0,
"currentValue": 0,
"status": "PASSED"

e

"enabled": true,

"scannerTypes": [
IIDASTII

1,

"severities": [

"CRITICAL"

1,

"maxValue": 0,

"currentValue": 0,

"status": "PASSED"

"enabled": true,

"scannerTypes": [
"SCA"

1,

"severities": [
"CRITICAL"

]

"maxValue": 0O,
"currentValue": 0,
"status": "PASSED"



"enabled": true,

"scannerTypes": [
"SAST"

1,

"severities": [
"HIGH"

]

"maxValue": 5,
"currentValue": 4,
"status": "PASSED"

"enabled": true,

"scannerTypes": [
"DAST"

I,

"severities": [

IIHIGHII

I,

"maxValue": 5,

"currentValue": 0,

"status": "PASSED"

"enabled": true,

"scannerTypes": [
IISCAII

]

"severities": [
"HIGH"
]

"maxValue": 20,
"currentValue": 0,
"status": "PASSED"

"enabled": true,

"scannerTypes": [
"SAST"

I,

"severities": [
"MEDIUM"

I,

"maxValue": 10,

"currentValue": 80,

"status": "FAILED"

"enabled": true,
“scannerTypes": [
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"DAST"
1,
"severities": [
"MEDIUM"
]

"maxValue": 10,
"currentValue": 0,
"status": "PASSED"

"enabled": true,

“scannerTypes": [
IISCAII

]

"severities": [
"MEDIUM"

I,

"maxValue": 40,

"currentValue": 0,

"status": "PASSED"

"enabled": true,
"scannerTypes": [
"SAST"
1,
"severities": [
n LOWII
]

"maxValue": 20,
"currentValue": 106,
"status": "FAILED"

"enabled": true,

"scannerTypes": [
“DAST"

]

"severities": [

n LOWII
I,
"maxValue": 20,
"currentValue": 0,
"status": "PASSED"

"enabled": true,
"scannerTypes": [
IISCAII
I,
"severities": [
n LOWII
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1,
"maxValue": 50,
"currentValue": 0,
"status": "PASSED"
}
1,
"errorMessage": ""
}
}

KoOHCO/IbHasi yTH/JINTA vampy-cli

00 yruaure vampi-cli

Onucanue

vampy-cli — 3To yTunuTa KOMaHOHOM CTPOKHU [JII B3aUMOIENCTBUS C
cepBepoM Vampy. OHa IpefgoCcTaBigeT BO3MOXKHOCTD yIIPaBJIeHUS
PEIo3uTOPUSIMH, ITPOOYKTAMH, ITPOIleCCaMy CKAaHUPOBAHUS U OPYTUMU
byHKIIMSIMY Yepe3 IIPOCThIE KOMaH/IHI.

vampy - cli jierko ucrosib3oBaTh B KoHBeMepax CI/CD mns 3ammycka
CKaHWPOBaHUS U IPEPHIBAHUS PENN30B, €CJIM CKAHUPOBaHUE HE yYOalloCh UIHA
pe3yIbTaThl CKAHUPOBAHUS HE COOTBETCTBYIOT YKa3aHHBIM KPUTEPUSM
penusa.

HUcnojibp30BaHUe

./vampy-cli [rnobanbHble napamMeTpbl] KoOMaHOa [napameTpbl KOMaHAbl]

IHOCTylIHBIE KOMaHIbI

* upload
3arpy}KaeT Pe3YIIbTAaThl CKAHUPOBAHUS, KOTOPHIE YK€ CYIIIECTBYIOT.

* scan
3amyckaeT IIpoIlecC CKAaHUPOBAHMS YKa3aHbIM CKaHEPOM [IJIsi YKa3aHHOTO
PETO3UTOPHUSI.

* quality-gate
Otob6paxkaeT pe3ynbTaThl QualityGate Ojst BEIOpaHHOTO IPOOYKTaA UJTH
PEIo3UTOPHUS.

* bg-task
[TpoBepsieT cTaTyc (OHOBOM 3amadyy U BEIBOOUT ITOAPOOHOCTH.

* products
[lonmy4aeT CIIMCOK IIPOAYKTOB.



* repositories
[Tony4aeT CIIHMCOK PEI03UTOPHUEB.

* help, h
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[Toka3nsIBaeT CIIMCOK OOCTYIIHBIX KOMaHO WUJIN CIIPABKY IIO OOHOM M3 KOMAaH]I.

I'mobanbHBIE MapaMeTpPhbl

O01IMe mapaMeTpsbl

3HayeHHe Mo
ITapamerp |Onucanue
YMOT9aHHIO
--help, -h |Iloka3wIiBaeT CIIpaBKy.
[Toka3bIiBaeT OeTalu3upPOBaHHBINM BBIBO[, OIS
--details |3anpollleHHOTO OeUCTBUSA (HAaIpUMeED, false
Tabnuily ¢ pe3ynbratamu QualityGate).
[Toka3bIBaeT OOIIOJIHUTETLHBIN BEIBO,
--verbose [(HampuMep, BHIIIOTHEHHE KaxKOoTro Iara false
OeNCTBUS).
--version
v ' | BRIBOOUT TOJILKO BEPCUIO IIPOTPAMMEHI. false

l'IapaMeTpLI IIOOK/IIIOYEeHHU A

3HadyeHHEe Mo

IlapameTrp |Onucanue YMOTYAHHIO
API-TOKeH [Jis1 MOOKTIOYEHUA K

- _api-token |cePBEPY CucteMbl yIipaBlieHUS 3HaYeHne wus3

valEe Oe3omacHoOM pa3paboTKOM (MIu nepeMeHHowu
3Ha4YeHUue U3 [IepeMeHHOn $VAMPY API TOKEN
OKPYXKEeHUS).

" -apil- Bepcusi API CucTeMbl YIIpaBIeHUs

version o o vl
O0e3omacHoOM pa3paboTKOM.

value

--timeout .

value TarMmayT B CEKyHax. 120
URL-agpec cepBepa CucreMsl 3HAYEHME U3

--vampy-url |ynopaBneHusi 6e30nacHOM HepeMeHHOI

value pa3paboTKoM (MU 3HAYEHUE U3 $VRMPY URL
IepEeMEHHOU OKPYXKEHUs). -

Kondurypanus

II71sT UCImomb30BaTHUS Vampy - Cli HeoOXoauMO OIpemenuTh aBa
00s13aTeJILHBIX ITapaMeTpa MOOKITIOYeHUS:
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3HauyeHHe 1o
ITapameTrp |Omucanue

YMO/TYaHHUIO
--api- API-tokeH CucteMEl ylipaBJjleHUs API Token from env
token O6e3o0macHOM pa3paboTKoM (MU U3 'VAMPY API TOKEN'
value nnepemenHou VAMPY API TOKEN). - =
- -vampy- URL cepBepa CucTeMhl yIIpaBlIeHUs URL from env
url value O6e3omacHoM pa3paboTKoy (U1 U3 'VAMPY URL '

nnepemenHou VAMPY URL).

BBl MO2KeTe oImpeaenuTh UX HECKOJIBKMMU CIIOCOOaMU:

IlepeMeHHBIE OKPYKEHUSI

export VAMPY API TOKEN=eyJhbGci0iJIUzI1INiIsInR5cCI6IkpXVCI9.eyJlc2VybmFtZS
export VAMPY URL=https://vampy.hexway.io

# NONy4yMM CNMCOK peno3uMTopues
vampy-cli repositories

ITapaMeTpbl KOMaHIHOM CTPOKH

# NoNy4yMM CNMCOK peno3uMTopues
vampy-cli --vampy-url https://vampy.hexway.io --api-token eyJhbGci0iJIUzI

YcraHoBKa vampy-cli

BEel MOKeTe yCTaHOBUTH Vampy-Cli ¢ IOMOIIBIO CKPUIITA YTUIUTHL CUrl uan
3arpy3uB IpeOBapUTeIbHO CKOMIIMJIMPOBAHHLIN (halijl CO CTPaAHUIIEI PeIn3a

GitHub.

YcTaHoBKa C moMOIIbIO curl

$ curl -sSL https://get.vampy.ru | sh

CKadaTh roToBbI€e OMHApPHBIE (pakIbI

Ha ctpanune Releases Ha GitHub BB HalijeTe CKOMIUINPOBAHHLIE (PaMIIbl
vampy-cli oms pa3nuyHbIX O1aTdopM

Hcnons30oBath Docker o6pa3

export VAMPY CLI VERSION=0.1.0
docker run \
registry.hexway.io/hexway/vampy-cli:${VAMPY CLI VERSION} help


https://github.com/hexway/Vampy-CLI
https://github.com/hexway/Vampy-CLI/releases
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Kondurypanusi

I71s1 MCIIOIb30BATHHMS Vampy - Cli HeoOXOaMMO OIpeneIuTh aBa
00s13aTeILHBIX ITapaMeTpa IIOAKITIOUeHU:

3HayYeHHe 1Mo
IlapameTrp |Onucanue

YMOJTYaHHUIO
--api- API-TokeH CucteMbl ylipaBJleHUs API Token from env
token O0e3omacHoM pa3paboTKou (U1 U3 'VAMPY API TOKEN'
value nnepemenHor VAMPY API TOKEN). - =

URL cepBepa CucteMsl yIipaBieHUS
0e3omacHoOM pa3pabdoTKoM (M1 U3
nnepemenHou VAMPY URL).

URL from env
'VAMPY URL'

- -vampy -
url value

Brel MoxkeTe onpenennuTb NX HeECKOJIbBKUMU criocobaMu:

IlepeMeHHBIE OKPYIKEHUST

export VAMPY API TOKEN=eyJhbGci0iJIUzI1NiIsInR5cCI6IkpXVCJ9.eyl1lc2VybmFtZS
export VAMPY URL=https://vampy.hexway.io

# NONy4YMM CNMCOK peno3uMTopues
./vampy cli repositories

ITapaMeTpbl KOMAaHIHOH CTPOKH

# NONy4YnMM CNUCOK perno3nTopues
./vampy cli --vampy-url https://vampy.hexway.io --api-token eyJhbGciOiJIL

3anyCcK CKaHHPOBAaHHUH

C nmoMmouIbio KOMaHObl SCan Bbl MOXKeETe 3ayCKaTh Ha CKAaHHPOBaHUE
PEeno3uTopuu (--repository) u opoaykThI (- -products)

Cuctema ymnpaBiieHus 6e30I1acHOM pPa3paboTKOM aBTOMAaTUUYECKU 3alyCTUT
CKaHep WJIH TPYINY CKaHEePOB, a IMOCJjie 3aBepIeHusI CKAHUPOBAHUS 3aTPy3UT
pe3ynbTaThl B CUCTEMY yIIpaBiIeHUs: 0e30MmacHoM pa3padoTKoM

3anyck cKkaHupoBaHM JedoIbHBIM nIpoduieM
CKaHHUPOBaHUsI

vampy-cli scan --repository vmp/product/vampy-engine --details

Scanning added to the queue and will be executed soon
Repository: [CRITICAL]Vampy Engine
Link: https://vampy.hexway.io/repositories/123d4494-738c-404b-aalb-14a895¢
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ScanProfile "Default" | RunMode: "CONCURRENT"
Commands:

Semgrep
— Scanner: SEMGREP
— DockerImage: regestry.hexway.io/hexway/vampy-scan-images/semgrep:lat
— Command: semgrep scan --json --output "${RESULTS FILE}" --config=p/c
Trivy: FileSystem
— Scanner: TRIVY_FS
— DockerImage: regestry.hexway.io/hexway/vampy-scan-images/trivy:lates
— Command: trivy fs --scanners vuln,secret,misconfig -f json --output

Task: https://vampy.hexway.io/admin/bgTasks?23=3df2a2f5-2dfd-4445-89¢c5-632
Status: PENDING

3anycK CKaHHPOBaHUsA Je(POoITHBIM nNpoduiemM
CKaHHPOBAHHUS C 02KHIaHHEM pe3yJIbTaTOB

Ecnu BuI IIPOCTO 3allyCKaeTe CKaHHUPOBaHHUE, TO HeO6XO,'E[I/IMO IIepuogn4eCcKHu
IIPOBEPATE €TI0 COCTOSTHHME, TdK KaK CKAHHMPOBaHHE 3dIlyCKaeTCs He CPpa3y, a B
IIOpsAOKe oduepenn.

IInst Toro 4TOOBI BAM 3TOTO He JiejlaTh MBI Peasii30Bajiid mapaMeTp - - check-
task

vampy-cli scan --repository vmp/product/vampy-engine --check-task --detail

Scanning added to the queue and will be executed soon
Repository: [CRITICAL]Vampy Engine
Link: https://vampy.hexway.io/repositories/1234494-738c-404b-aalb-14a8959¢
ScanProfile "Default" | RunMode: "CONCURRENT"
Commands:

Semgrep
— Scanner: SEMGREP
— DockerImage: regestry.hexway.io/hexway/vampy-scan-images/semgrep:lat
— Command: semgrep scan --json --output "${RESULTS FILE}" --config=p/c
Trivy: FileSystem
— Scanner: TRIVY_FS
— DockerImage: regestry.hexway.io/hexway/vampy-scan-images/trivy:lates
— Command: trivy fs --scanners vuln,secret,misconfig -f json --output

Task: https://vampy.hexway.io/admin/bgTasks?id=30994826-d818-482c-aea5-871
Status: PENDING
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Background Task: 'Scan repository 'Vampy Engine''
Link: https://vampy.hexway.io/admin/bgTasks?id=30994826-d818-482c-aea5-871
Status: SUCCESS

SubTasks:
NAME STARTED FIN
Prepare data for orchestration 2024-12-18T04:49:56.612932Z | 202
Execute orchestration task 2024-12-18T04:49:57.463707Z 202
Await orchestration service callback 2024-12-18T04:50:44.0981057

3anyCcK CKaHHPOBaHUs Je(OoJITHBIM NpoduieM
CKaHHPOBaHHs C OTHOBPEeMeHHOH npoBepkou SQG

Tak ke BBl MOXKETE Cpa3y II0CJie BHIIIOTHEHUSI CKAaHUPOBAHUS aBTOMATUYECKU
ITPOBEPSATH PEIIO3UTOPUN UJTH TPOOYKT Ha COOTBETCBUE BEIOPAHHBIM
KputepusM KadecTtBa (Security Quality Gates)

Ina aToro 3anyctute vampy cli c mapametrpaMu - -check-qg unu - -check-
full

vampy-cli scan --repository vmp/product/vampy-engine --check-full --detail

Scanning added to the queue and will be executed soon
Repository: [CRITICAL]Vampy Engine
Link: https://vampy.hexway.io/repositories/12344494-738c-404b-aalb-14a895¢
ScanProfile "Default" | RunMode: "CONCURRENT"
Commands:

Semgrep
— Scanner: SEMGREP
— DockerImage: regestry.hexway.io/hexway/vampy-scan-images/semgrep: lat
— Command: semgrep scan --json --output "${RESULTS FILE}" --config=p/c
Trivy: FileSystem
— Scanner: TRIVY FS
— DockerImage: regestry.hexway.io/hexway/vampy-scan-images/trivy:lates
— Command: trivy fs --scanners vuln,secret,misconfig -f json --output

Task: https://vampy.hexway.io/admin/bgTasks?id=ae898310-ed27-42d1-b076-49¢&
Status: PENDING

Background Task: 'Scan repository 'Vampy Engine''
Link: https://vampy.hexway.io/admin/bgTasks?id=ae898310-ed27-42d1-b076-498
Status: SUCCESS
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SubTasks:
NAME STARTED FIN
Prepare data for orchestration 2024-12-18T04:56:00.537908Z | 202
Execute orchestration task 2024-12-18T04:56:01.190371Z7 202
Await orchestration service callback 2024-12-18T04:56:47.9061767

QualityGate: 'Critical’
Repository: 'Vampy Engine'
Link: https://vampy.hexway.io/repositories/lefd4494-738c-404b-aalb-14a895¢
Status: FAILED

Results:
STATUS SCANNER TYPE SEVERITIES MAX VALUE CURRENT VALUE
PASSED SAST CRITICAL 0 0
PASSED DAST CRITICAL 0 0
PASSED SCA CRITICAL 0 0
FAILED SAST HIGH 0 1
PASSED DAST HIGH 0 0
PASSED SCA HIGH 10 10
PASSED SAST MEDIUM 5 0
PASSED DAST MEDIUM 5 0
PASSED SCA MEDIUM 40 36
PASSED SAST LOW 10 0
PASSED DAST LOW 10 0
PASSED SCA LOW 100 67

3anycK BbIOPAaHHOI'O CKaHepa

BBl MOZKEeTe BBITIOTHATL CKAHUPOBAHUS HE TONbKO I'PYIIIION CKAHEPOB,
HCIIONb3ys IPOPUIIM CKaHUPOBAHHUS, HO TaK XKe 3allyCKaTb OOWH BEIOPAaHHBIN
CKaHep.

3anycK BLIOPAaHHOTO CKaHepa C ImapaMeTpaMH IIo
YMOTIaHHIO

3amycTuM Semgrep c mapamMeTpaMu II0-yMoiadaHuio (--config=p/owasp-top-
ten --metrics=0ff), moxkgeMcs 3aBepiIeHNSI CKAaHUPOBAHUSI U Cpa3y
nnpoBepuM SQG

vampy-cli scan --repository vmp/product/vampy-engine --scanner SEMGREP - -c

Scan process for repository "vmp/product/vampy-engine" scanner "SEMGREP"
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Scanning added to the queue and will be executed soon

Repository: [CRITICAL]Vampy Engine

Link: https://vampy.hexway.io/repositories/lefd1234-738c-404b-aalb-14a895¢

ScanProfile "Specific Scanners" | RunMode: "CONCURRENT"

Commands:

— Semgrep
Scanner: SEMGREP
DockerImage: registry.hexway.io/hexway/vampy-scan-images/semgrep:lat
Command: semgrep scan --json --output "${RESULTS FILE}" --config=p/c

Task: https://vampy.hexway.io/admin/bgTasks?id=123fd3b9-fb21-487b-bf61-cal
Status: PENDING

Background Task: 'Scan repository 'Vampy Engine''
Link: https://vampy.hexway.io/admin/bgTasks?id=123fd3b9-fb21-487b-bf61-cal
Status: SUCCESS

SubTasks:
NAME STARTED FIN
Prepare data for orchestration 2024-12-18T05:05:44.636376Z 202
Execute orchestration task 2024-12-18T05:05:45.3214197 202
Await orchestration service callback 2024-12-18T05:06:18.4844817

3anycK BbIOPAaHHOI'O CKaHepa C KaCTOMHBIMH
nmapamMeTpaMH CKaHUPOBaHUSI

BbI MOKeTe 3allyCTUTh BEIOPAaHHBINM BaMU CKaHEpP U CaAMH OIIPeNeJIUuTh
rapaMeTpHl ero 3allycKa

L7151 9TOTO BBIIIOJIHUTE HCHOHI)3YI;IT8 OIIIIHUIO --ScCanher u - - scanner-options

3ammycTuM Semgrep c nmapameTrpaMu - -config=p/ai.python.detect-
openai.detect-openai

vampy-cli scan --repository vmp/product/vampy-engine --scanner SEMGREP - -s

Scan process for repository "vmp/product/vampy-engine" | scanner "SEMGREP"
Scanning added to the queue and will be executed soon

Repository: [CRITICAL]Vampy Engine

Link: https://vampy.hexway.io/repositories/lefd4123-738c-404b-aalb-14a895¢

ScanProfile "Specific Scanners" | RunMode: "CONCURRENT"

Commands:
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— Semgrep
Scanner: SEMGREP
DockerImage: regestry.hexway.io/hexway/vampy-scan-images/semgrep: lat
Command: semgrep scan --json --output "${RESULTS FILE}" --config=p/e

Task: https://vampy.hexway.io/admin/bgTasks?id=3123225e-a41c-4950-a474-23c
Status: PENDING

Background Task: 'Scan repository 'Vampy Engine''
Link: https://vampy.hexway.io/admin/bgTasks?id=3123225e-a41c-4950-a474-23c
Status: PROGRESS | unable to finish after 121 seconds

SubTasks:
NAME STARTED FIN
Prepare data for orchestration 2024-12-18T05:16:52.930801Z | 202
Execute orchestration task 2024-12-18T05:16:53.727320Z 202
Await orchestration service callback

PabdoTa ¢ KpuTepHusiMu KadecTBa
(QualityGate)

s pabotsl ¢ SQG ucnons3lyiTe napamerp quality-gate

IIpoBepka Ha coorBeTcTBHE Quality Gate

Brl MOKeTe ITPOBEPSITH COOTBETCTBUE MPOAYKTa/peno3utopus (--product/- -
repository) 3amaHHbIM mapMeTpam QG

B pe3ynbTaTe BBHIIIOTHEHUS KOMaHObl BB HE TOJIBKO IIOTYHUTE NHPOPMAIUIO O
HEYCIIEIIIHOCTH/YCIIEIIIHOCTHY IIPOXOXKOEHU s, HO TaK XKe U CTaTyC KOJ, KOTOPhIU
MOKeT OBITh MCIIOJIb30BAH MJISI IIPUHSITUS PEIIeHusT 0 He0OXOOUMOCTH
OCTaHaBJIUBATh IMaUIIJIaH

vampy-cli quality-gate --repository vmp/product/vampy-engine --details

QualityGate: 'Critical’
Repository: 'Vampy Engine'
Link: https://vmp-prod.corp.hexway.io/repositories/lefd4494-738c-404b-aalk
Status: FAILED
Results:
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STATUS | SCANNER TYPE | SEVERITIES | MAX VALUE | CURRENT VALUE
PASSED | SAST CRITICAL 0 0
PASSED | DAST CRITICAL 0 )
FAILED | SCA CRITICAL 0 1
PASSED | SAST HIGH 0 )
PASSED | DAST HIGH 0 0
FAILED | SCA HIGH 10 20
PASSED | SAST MEDIUM 5 0
PASSED | DAST MEDIUM 5 0
FAILED | SCA MEDIUM 40 62
PASSED | SAST LOW 10 0
PASSED | DAST LOW 10 )
FAILED | SCA LOW 100 137

ITojlyyeHHe CIIHCKa Peno3uTopHeB

I Toro 4YTOOBI IIOJIYYUTL CIIMCOK OOCTYIIHBIX PEIIO3UTOPUEB, BBITIOJTHUTE:

vampy-cli repositories

Repositories (20 of 1000):

NAME SLUG

Repository Tools commons/tools/repo-tools

wh-5 vmp/integration-test-repos/wh-5
wh-test-4 vmp/integration-test-repos/wh-test-4
wh-test-3 vmp/integration-test-repos/wh-test-3
wh-test-2 vmp/integration-test-repos/wh-test-2
pts/product/depotship-proxy | pts/product/depotship-proxy
Development commons/docs/development
TestNotifications test-notifications

Base Engine 3.13 commons/base-images/base-engine-3-13
Base Engine 3.12 commons/base-images/base-engine-3-12
Base Engine 3.11 commons/base-images/base-engine-3-11
Vampy CLI vmp/product/vampy-cli
artifacts-manip commons/tools/artifacts-manip

vm45 vmp/integration-test-repos/vm45

vm4 vmp/integration-test-repos/vm4

TTOMCK pEeno3uTOPHs MO €ero Ha3BaHHIO

vampy-cli repositories --search vampy
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NAME SLUG CRITICAL
Vampy CLI vmp/product/vampy-cli HIGH
Vampy k8s vmp/deploy/vampy-k8s
Vampy Scan Images vmp/product/vampy-scan-images HIGH
Vampy Docker Proxy vmp/product/vampy-docker-proxy CRITICAL
Vampy manuals vmp/docs/vmp-manuals MEDIUM
Vampy Install Generator | vmp/product/vampy-install-generator | MEDIUM
Vampy Orchestration vmp/product/vampy-orchestration CRITICAL
Vampy Files vmp/product/vampy-files HIGH
Vampy Engine vmp/product/vampy-engine CRITICAL
Vampy Deck vmp/product/vampy-deck CRITICAL

IlonyyeHHe CIIMCKa NMPOAYKTOB

II7151 TOTO YTOOBI MOJIyYUTh CIIMCOK AOCTYITHBIX ITPOAYKTOB, BHIIIOJTHUTE:

vampy-cli products

Getting list or products...

Products (6 of 6):
NAME SLUG CRITICALITY | LINK
Base Images base-images CRITICAL https://vampy.hexway.io/
Default product | default LOW https://vampy.hexway.io/
Side products side-products | MEDIUM https://vampy.hexway.io/
Vampy vampy CRITICAL https://vampy.hexway.io/
Apiary apiary CRITICAL https://vampy.hexway.io/
Hive hive CRITICAL https://vampy.hexway.io/

Ilouck npoagykra 1o ero Ha3BaHHUIO

vampy-cli products --search Vampy

Products (1 of 1):

NAME

SLUG

CRITICALITY

LINK

Vampy

vampy

CRITICAL

https://vampy.hexway.io/products/455416e5-
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IlonydyeHue cnucKa (POHOBBIX 3ada4

IIpoBepka crarycoB GOHOBBIX 3aaa4

BonbimmHCTBO 3afa4 B CucteMe ymnpaBsieHuss 0e30macHoM pa3paboTKou
BBRIIOIHAIOTCS B oHe. IIpu 3alycke 3amadu eu IIpucBauBaeTcs id

II7151 TOro 4TOOH IPOBEPUTH TEKYLINM CcTaTyC ()OHOBOU 3agadyu, HEOOXOOUMO
HMCII0Ib30BaTh KOMaHAy bg-task v yka3aTe ugeHTU(PUKATOP 3amadu

Hampumep

vampy-cli bg-task --task-id 353f5c26-4f06-4ael-8999-321e2932b49c --details

Background Task: 'Parsing SEMGREP scan results'
Link: https://vampy.hexway.io/admin/bgTasks?id=353f5c26-4f06-4ael-8999-321]
Status: SUCCESS

SubTasks:

NAME STARTED

Parsing process 2024-12-18T05:23:32.1931287
Linking related items 2024-12-18T05:23:32.256742Z
Process finding's duplications 2024-12-18T05:23:37.342201Z
AutoResolving or re-opening scan issues 2024-12-18T05:23:39.5052927
Fetch git blames for ScanIssues 2024-12-18T05:23:39.720654Z
Scan upload events sending 2024-12-18T05:23:39.806415Z

HacTpoiKa IIapaMeTpoB BbIBOJa

HacTponKa mapaMeTpoB BBIBOa

B vampy cli nogpmepzKuBaeTcs 3 pexkuMa BbIBOAA:

CTaHTapTHBLIA

Hcnionb3yeTcsa o ymondaHuioo. MuHuManbHasa nHpopManusa. Bo3BpamjaeTcs
TOJIBKO CTATyC KO PabOThl 1 MUHUMAIbHBLIM HAaOOP OTBETOB.

[Tpumep. 3arpy3ka pe3ynbTaToB CKaHupoBaHusa TRIVY Ha nmmatdopmy:
vampy-cli upload --repository vmp/product/vampy-engine --file ~/scans triv

ScanUpload: e75c4c39-8c15-4166-8711-f5fefc398816
QG: FAILED
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HeTaTu3uPOBaHbIH

PacmmpeHHBIM hopMaT BhIBOAa Pe3y/IbTaTOB PabOTH YTUMUTHL. [IJIs1 ero
HCIIOJIb30BaHUsI He0OX0OUMO IepenaTh nmapaMeTp - -details

[Tpumep. 3arpy3ka pe3ynbTaToB cCKaHupoBaHusa TRIVY Ha mimaTtdopmy:

vampy-cli upload --repository vmp/product/vampy-engine --file ~/scans_triv

Scan successful uploaded
Parser: TRIVY IMAGE
Repository: [CRITICAL]Vampy Engine
Link: https://vampy.hexway.io/repositories/123d4494-738c-404b-aalb-14a895¢

QualityGate: 'Critical’
Repository: 'Vampy Engine'
Link: https://vampy.hexway.io/repositories/123d4494-738c-404b-aalb-14a895¢
Status: FAILED

Results:
STATUS SCANNER TYPE SEVERITIES MAX VALUE CURRENT VALUE
PASSED SAST CRITICAL 0 0
PASSED DAST CRITICAL 0 0
FAILED SCA CRITICAL 0 1
PASSED SAST HIGH 0 0
PASSED DAST HIGH 0 0
FAILED SCA HIGH 10 20
PASSED SAST MEDIUM 5 0
PASSED DAST MEDIUM 5 0
FAILED SCA MEDIUM 40 62
PASSED SAST LOW 10 0
PASSED DAST LOW 10 0
FAILED SCA LOW 100 137

PaciupeHHBIN

BEIBOOUT OOTONMHUTENBHYIO HH(pOPMalLKio 0 KOMMyHUKamu vampy clic
Cuctemoit yrpaBiieHusI 6e30IacHOM pa3paboTKou [[/1s1 ero UCII0oIb30BaHU
HeoOXOoOuMO mepenaTh mapaMeTp - -verbose

[Tpumep. 3arpy3ka pe3ynbTaToB CKaHupoBaHusa TRIVY Ha nmmatdopmy:

vampy-cli upload --repository vmp/product/vampy-engine --file ~/scans triv
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Run scan result uploading for repository vmp/product/vampy-engine | scanne

Scan successful uploaded
Parser: TRIVY IMAGE
[CRITICAL]Vampy Engine
Link: https://vampy.hexway.io/repositories/123d4494-7123-404b-aalb-14a895¢

Repository:

retry
retry
retry
retry
retry
retry
retry
retry
retry
retry
retry
retry
retry
retry
retry
retry
retry
retry
retry
retry
retry
retry
retry
retry

Repository: [CRITICAL] 'Vampy Engine' ... Status: PROGRESS | will
Repository: [CRITICAL] 'Vampy Engine' ... Status: PROGRESS | will
Repository: [CRITICAL] 'Vampy Engine' ... Status: PROGRESS | will
Repository: [CRITICAL] 'Vampy Engine' ... Status: PROGRESS | will
Repository: [CRITICAL] 'Vampy Engine' ... Status: PROGRESS | will
Repository: [CRITICAL] 'Vampy Engine' ... Status: PROGRESS | will
Repository: [CRITICAL] 'Vampy Engine' ... Status: PROGRESS | will
Repository: [CRITICAL] 'Vampy Engine' ... Status: PROGRESS | will
Repository: [CRITICAL] 'Vampy Engine' ... Status: PROGRESS | will
Repository: [CRITICAL] 'Vampy Engine' ... Status: PROGRESS | will
Repository: [CRITICAL] 'Vampy Engine' ... Status: PROGRESS | will
Repository: [CRITICAL] 'Vampy Engine' ... Status: PROGRESS | will
Repository: [CRITICAL] 'Vampy Engine' ... Status: PROGRESS | will
Repository: [CRITICAL] 'Vampy Engine' ... Status: PROGRESS | will
Repository: [CRITICAL] 'Vampy Engine' ... Status: PROGRESS | will
Repository: [CRITICAL] 'Vampy Engine' ... Status: PROGRESS | will
Repository: [CRITICAL] 'Vampy Engine' ... Status: PROGRESS | will
Repository: [CRITICAL] 'Vampy Engine' ... Status: PROGRESS | will
Repository: [CRITICAL] 'Vampy Engine' ... Status: PROGRESS | will
Repository: [CRITICAL] 'Vampy Engine' ... Status: PROGRESS | will
Repository: [CRITICAL] 'Vampy Engine' ... Status: PROGRESS | will
Repository: [CRITICAL] 'Vampy Engine' ... Status: PROGRESS | will
Repository: [CRITICAL] 'Vampy Engine' ... Status: PROGRESS | will
Repository: [CRITICAL] 'Vampy Engine'’ . Status: PROGRESS | will
QualityGate: 'Critical’
Repository: ‘'Vampy Engine'
Link: https://vampy.hexway.io/repositories/lefd4494-7123-404b-aalb-14a895¢
Status: FAILED
Results:
STATUS | SCANNER TYPE | SEVERITIES | MAX VALUE | CURRENT VALUE
PASSED | SAST CRITICAL 0 0
PASSED | DAST CRITICAL 0 0
FAILED | SCA CRITICAL 0 1
PASSED | SAST HIGH 0 0
PASSED | DAST HIGH 0 0
FAILED | SCA HIGH 10 20
PASSED | SAST MEDIUM 5 0
PASSED | DAST MEDIUM 5 0]
FAILED | SCA MEDIUM 40 62
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PASSED SAST LOW 10 0

PASSED DAST LOW 10 0

FAILED SCA LOW 100 137
OpkecTpanus

IIpenycraHoB/I€eHHBbIE CKaHEPhI

[TnmaTdopma mocTaBIsgeTCs C HECKOIbKUMU CKaHepaMM, KOTOPhIe MOTYT OBITh
3amylleHbl KakK B paMKaX OOHOTO DEINO3WTOPUA WU IPOOVKTA.

Name |Type

semgrep [ SAST
trivy SCA

semgrep

By default, the scanner starts with the following parameters:

semgrep scan --json --output "${RESULTS FILE}" "${CURRENT DIR}

Trivy

By default, the scanner starts with the following parameters:

trivy fs

--scanners vuln,secret,misconfig ${SRC DIR}

-f json --output ${RESULTS FILE}

--cache-dir ${CACHE DIR}

--db-repository="${HW REGISTRY}/trivy/trivy-db:2

3anyCK CKaHUPOBaHUS

:warning: This section is temporary. In the next releases,
orchestration setup and configuration will be implemented through
the platform web interface.

Scanning can be run for individual repositories as well as for products.

Starting a repository scan

To start a repository scan, you need to:

* Open the "right panel" with information about the repository
» Start the scan by clicking the "Start" button


https://github.com/semgrep/semgrep
https://github.com/aquasecurity/trivy
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* The scan will be run in the background for the selected repository. The
scan results will be automatically uploaded to the platform.

Starting a product scan

To start a product scan, you need to:

* Open the "right panel" with information about the product
» Start the scan by clicking the "Start" button

* The scan will be run in the background for all repositories of the
selected product. The scan results will be automatically uploaded to the

platform.

HN3MeHeHHe ImapaMeTpPoOB CKaHHPOBAHUH

:warning: This section is temporary. In the next releases,
orchestration setup and configuration will be implemented through

the platform web interface.

Show scanner run options

To view the run parameters of scanners, you need to hover your mouse over
their names in the "Scans" section

Change scanner run options

If you want to change the parameters or the order in which the scanners are
launched, you must:

For Docker installation

* Change the settings in the user.ini file. It is located at /opt/hw-vmp/
config/

Change the list of scanners to run

Set the v.orchestration.scanners parameter to a list of scanners that
should be launched:

Example:

v.orchestration.scanners = SEMGREP,TRIVY FS

Change the order and sequence of launching scanners
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Add line:

* v.orchestration.run_mode = CONCURRENT in case the scanners must
work in parallel with each other.

e v.orchestration.run_mode = CHAIN in case the scanners must work
sequentially (one after the other).

Change run options for semgrep scanner

Set the necessary scanner launch options in the
v.orchestration.command.semgrep parameter

Change run options for trivy scanner

Set the necessary scanner launch options in the
v.orchestration.command.trivy fs parameter

Environment variables

${RESULTS FILE} - path to the file where we expect the scan result to be
located

${SRC DIR} - path to the sources
${CACHE DIR} - directory with caches

${HW REGISTRY} - our registry (in particular, a public one is used to download
the database from trivi)

For Kubernetes intallation

To change the parameters for running scanners, use the corresponding
parameters in the values.yaml file.

3arpy3ka pe3yjabTaToOB
CKaHHPOBAHHH

Brl MoxKeTe 3arpyxaTh pe3yJIbTaThl CKAHUPOBAaHUS C ITIOMOIIbI0 API.
YToOBI 3arpy3UTh MaHHbIE Ha III1aTHOPMY:

» Co3pariTe 60Ta. [I719 KOPPEKTHOU paboThl 60Ta eMy HEOOXOOUMO ITPUCBOUTH
pomnb Editor unu Admin. 3anomuuTe creHepupoBaHHbI API TokeH.

* Breimonuute cnenyromuu 3anpoc CURL:
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bash curl -X POST "$SEC VV URL/scan uploads/" \ -H "accept: */*"
\ -H "Content-Type: multipart/form-data" \ -H "Authentication:
$SEC VV _KEY" \ -F "repository=$VAMPY REPO SLUG" \ -F
"repositoryBranch=$VAMPY_ REPO BRANCH" \ -F
"scannerResultFile=@$VV REPORT FILE NAME" \ -F
"scannerType=$VV SCAN TYPE" #(1)!

[IpumeyaHUs:

* (1) Umsa ckanepa. [ToogepkruBaeMble CKaHEPHI:
o TRIVY FS
o RIVY IMAGE
o DEPENDENCY CHECK
o ESLINT
o SEMGREP
o GRYPE
o TRUFFLEHOG

roe

* SEC_VV_UR - niyTh K cepBepy CucCTeMHl yIipaBlieHUs 60e30IacHOn
pa3paboTkou, Hanp. http://vmp-demo.corp.hexway.io/api/;

* SEC_VV_KEY - TokeH API nns 60Ta;

* VAMPY REPO_SLUG - nyTh K IPOEKTY PENO3UTOPUSA, OJIsI KOTOPOI'0
paboTtaet nainnard. OkBuBaneHTHO CI PROJECT PATH;

* VAMPY_REPO_BRANCH - BeTKa, Ajis1 KOTOpOoU paboTaeT naumialiH.
OxkBuBaseHTHO CI COMMIT REF NAME;

* VV_REPORT_FILE_NAME - uma (avina c pe3yibTaTaMy CKaHa;

* VV_SCAN _TYPE - Ha3zBauuve ckaHepa. [lognepxuBaeMble CKaHEPH MOXHO

IIOCMOTPETH (Ha 9TOW CTPaAHUIIE).
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